
Over the past decade the electricity supply indus-
try has been subjected to dramatic changes.
World-wide the trend is to restructure vertically
integrated utilities catering for generation, trans-
mission and distributions into smaller "unbundled"
companies. The new plant owners are pushed to
minimize costs through greater utilization of
assets. This new operation philosophy is enabled
by the rapid advances, which are made in the
field of digital technology applied for protection,
control and communication. These developments
drive significant changes in the electric power
system management, broadband communication
and substation automation.

Substation Automation (SA) systems play the role
as key success factors for advanced power sys-
tem management performing all the local tasks in
the substation like data acquisition from the
power grid via the switchgear and the activation
of changes by commands to switchgear like cir-
cuit breakers, isolators, transformers etc. in a
decentralized structure. These functions are con-
ducted by dedicated intelligent electronic devices
(IED) for control, protection, disturbance record-
ing, condition monitoring, automatics and com-
munication. 

The purpose of this Substation Automation Hand-
book is to provide comprehensive knowledge of
all the aspects involved with SA and to bridge the
gap in mutual understanding between those rea-
ders, who are well experienced with the mana-
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5.5.5
5.5.4.4.4  Serial connection to protection 

devices

From technical considerations, the best solution is a

direct digital/digital fiber optic process bus connection

rather than low-level and non-electric signals that

might have to be amplified to conventional values

like 1 A or 100 V thus requiring expensive amplifiers

and loosing information like bandwith by principle

(Figure 5-9). The main obstacle for the acceptance of

such a solution has been that this link could only be

a vendor specific proprietary solution because of the

lack of International Standards that assure the inter-

operatibility between IEDs from various vendors as

well as sensors/actuators from various vendors. This

problem has been addressed by the new IEC 61850

standard.

5.5.5 Innovative HV switchgear technology

5.5.5.1 Modern design concepts

The application of processors and modern informa-

tion processing technology in substation and net-

work control systems and also in secondary systems

of switchgear installations, fast data bus systems that

transmit over fiber-optic cables instead of copper

wires and newly developed sensors for current and

voltage enable revolutionary designs that lead to

smaller and more compact installations with a simul-

taneous increase in availability and ease of mainte-

nance in the area of high- and very high-voltage

equipment and switchgear installations.

Figure 5-9 Interfaces between instrument transformer and protection/control devices
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6.3.1.1The typical monitoring functions are

• Event management

• Alarm management

• Data storage and archiving

• Disturbance recorder/fault data retrieval

• Log management

6.3.1.1 Process state display

There are different methods to browse through the

process state of a system:

Zoom and pan: one can move a window across a

virtual picture of the whole system (panning) and can

zoom in an area to see more details, or to get an

overview out of an area respectively navigate to an-

other (sub-)area. This is typically used for big systems

or geographical views in a geographical information

system (GIS), and mostly if one wishes to navigate

into a neighboring area.

Hierarchical windows: starting from a high level

overview window showing the complete system you

navigate with a mouse click to windows showing the

wanted subarea of the system with more informa-

tion details. This is typically used if geographical neigh-

bourship is not so important, but you need fast navi-

gation to any subarea or even specific information

categories, and information condensing to higher

levels. It is easy to change the way of presenting infor-

mation in different layers of the hierarchy.

The following examples illustrate the hierarchic win-

dow approach.

The actual state of the whole switchyard is shown in

a graphical overview, and in more detailed pictures by 

Figure 6-7 Process overview example of a small system with busbar coloring

6.3
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6.3 Operative Functions

Operative functions are all those functions, which

directly enable an operator to control the substation.

These are the typical SCADA functions: Supervision,

Control And Data Acquisition. The data acquisition

part of SA systems contains some substation specific

functions and performance attributes, which are nor-

mally not needed in standard industrial SCADA sys-

tems. The same applies for the specific and safety

related switch control functions.

If a network control center remotely controls a sub-

station, then with the exception of the communica-

tion link to the network control center only the moni-

toring and data acquisition functions of SCADA might

be implemented at the substation. This monitoring

part could be completely implemented locally with

the possibility of remote operator access to the sub-

station data. Another possibility is to have only the

data acquisition function implemented at the substa-

tion, and the HMI and archiving related functions are

located in the remote control center, which might

cover a number of substations. For special purpose 

applications like asset management even a separate

remote monitoring center can be used. The following

sections describe the operative functions in detail.

6.3.1 Monitoring and supervision functions

The main purpose of monitoring and supervision func-

tions is

• to show the state of the process, i.e. the switch-

yard and the control system itself, 

• to inform about the development of possible 

dangerous situations and, 

• to archive data for later evaluation either of the

process performance, or for later failure analysis 

if some failures or dangerous incidents have 

occurred.

All those functions except disturbance recording are

standard SCADA functions, i.e. they are not specific

for control of substations, although some of their pro-

perties like time stamp accuracy of 1 ms are specific

for power system applications. 

Figure 6-6 Process state single line diagram for local substation operation and supervision
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5.5.5.25.5.5.1.1 Process electronics 

(sensor technology, PISA)

Decentralized distributed microprocessor based

modules (PISA = Process Interface for Sensors and

Actuators) can be used for direct control of the pri-

mary components of switchgear installations. At the

same time, these modules enable all parameters,

such as switch position, gas density, storage pro-

perties of operating mechanisms, to be recorded

where they signify current status of the equipment

and therefore provide the necessary prerequisites for

monitoring modern switchgear installations.

Examples of equipment used for this purpose are

inductive robust proximity sensors for detecting

contact position of circuit breakers and disconnectors,

gas density sensors for SF6 gas-insulated switchgear

(GIS) installations and circuit-breakers. Powerful micro-

computers are used for the preparation and prepro-

cessing of the sensor signals. Complex auxiliary switch

packets in operating mechanisms are no longer need-

ed because the software can multiply signals without

problems. The main advantages of this technology

are therefore the ability to reduce the quantity of

moving components, the smaller dimensioning and

standardization of mass-produced components as is

already done other industries. 

For the transmission of sensor data fiber optical

cables are used and for the communication the trans-

mission protocol according to the Standard IEC

61850.

5.5.5.2 Innovative solutions

5.5.5.2.1 Compact outdoor switchgear 

installations 

A significant step toward reducing the space require-

ments of switchgear installations has been made by

combining primary devices into more and more com-

pact multifunctional switchgear units. This concept is

not new and has already been implemented many

times in applications such as outdoor switchgear

installations with draw-out circuit-breakers. The

implementation of non-conventional current and vol-

tage transformers now makes it possible to combine

a large number of functions in one device. As a 

result, a range of combination switchgear has been

developed in the last few years.

Another possibility for reducing the space required

for outdoor installations significantly is to use hybrid

installation designs. In this case, gas-insulated switch-

gear is used in which many primary components (cir-

cuit-breakers, transformers, disconnectors etc.) are

installed in a common gas insulated housing. Only the

busbars and, depending on the basic design, the

associated busbar disconnectors are installed out-

doors.

AlI new switchgear components are distinguished by

consistent integration of non-conventional sensors (in

this case primarily current and voltage sensors), pro-

cessor controlled mechanisms and connection to the

bay control with fiber optics. This yields the following:

• increased availability 

• less space required 

• shorter project runtimes and 

• extended maintenance intervals with a significant

increase in ease of maintenance. 

Figure 5-10  Slide-in switching module with LTB Circuit

breaker (CB) and integrated SF6 current

transformer (CT), disconnector (DI), earthing

earthing switch (ES) and surge arrestor (SA)

for 145 kV            
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8.2 8.1 Introduction

In the previous chapter we looked onto substation

automation system structures from the switchyard

geography and from the operator location point of

view. Here we will have another look from the up-

grade possibilities of existing conventional systems to

typical communication structures, and from the relia-

bility and availability point of view of these structures.

8.2 From conventional control 

to intelligent automation

Conventional Control means that the substation con-

trol functionality is implemented by means of devices 

like electromechanical relays and push buttons only.

The main characteristic from the system structure

point of view is that each function

• is realized within its own dedicated hardware, 

• needs its own inputs and 

• delivers its own outputs to the process 

and to its own HMI (Figure 8-1). 

The local control cubicle serves additionally as a mar-

shalling point for wiring the data from the switchgear

to all devices which need it, using contact multipliers,

separation amplifiers etc.

For bay level control as well as central control from

station level this means a lot of cabling, parallel wiring 

Figure 8 -1 Conventional substation control and protection

8 Substation Automation Architectures

153

8.2.1

For bay level control as well as central control from

station level this means a lot of cabling, parallel wiring

and marshalling from the switchyard primary equip-

ment to the appropriate control panels. Interlocking is

implemented - if at all existing and not handled by

rigorous working procedures - by means of electro-

mechanical relays and contacts with application of

the Boolean algebra approach. 

If additional functionality is required like event record-

ing, fault recording, measurement trend logging etc.

physically separated, dedicated devices have to be

used and wired to the process. CAD systems are

used to engineer all the electromechanical equip-

ment as well as the wiring and cabling between

them. Protection devices are typically connected to

control or monitoring devices with two or three con-

tacts, providing information of a protection function

start, a trip, and of the state of the protection device.

8.2.1 The Impact of Computer Technology

The advent of the microprocessor in the substation

allows to process data in digital form. Therefore, the

data must be converted to digital form, before it can

be processed. For all binary data like alarms and switch

positions this is not a big problem, because this data

is already available at (relay) contacts. For analog data

the analog/digital converters (ADC) are used to con-

vert measured values to digital samples. The advan-

tages of providing data in digital form are:

• Digital data cannot be distorted by aging of the

hardware. Data gets and stays much more 

accurate than before. No calibration or testing 

is necessary after commissioning. But the super-

vision of the ADC may be recommended at least

for protection.

• Data in digital form can easily be exchanged by

serial communication. This reduces the former

bundles of cables to a thin serial bus, usually in

form of optical fibers.

• With growing processing and memory capacity 

of microprocessors more intelligent functions can

be added.

• This intelligence allows a much higher degree of

self-supervision of an IED, thus enhancing the

system safety and availability.

• Multiple processing of the same data by different

functions saves raw data connections - previously

each function needed its own inputs.

However, digitalization of analog data introduces

other categories of problems to be handled: 

• Serial communication introduces additional delays.

• Instead of CAD based connection engineering 

for wires and cables now signal engineering and

communication system design is necessary.

• The information processing hardware must 

withstand the harsh environment in the substation,

especially the electromagnetic interferences.

This leads to the following typical structure for IEDs

(Intelligent Electronic Devices) used at bay or process

level close to the process (Figure 8-2):

• An internal bus connects the central processing

unit (CPU), the needed RAM, ROM, EEROM or

flash memory and the serial interfaces for 

communication at one side, and digital as well 

as analog I/O modules at the other side. 

• An EMI barrier against disturbances and over-

voltages consisting e.g. of opto-electric couplers 

or separating relays and interposing transformers

shields the I/O from the outside world. 

• A local HMI, either built in or via a serially 

connected PC allows to configure the IED.
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11.10.2

Figure 11-11 Principle of instability monitoring

gin is calculated all the time for the snapshots of the

power system supplied with the cyclic data. The

power margin is computed by the continuation

power flow (CPF). On this model stabilizing actions

are calculated, if the available power margin is too

low.

To be prepared against the most critical contingencies

in the sense of (n-1), a cyclic pre-calculation of the

power margin and stabilizing actions is carried out.

This is performed for all contingencies in a contin-

gency list for an actual power system snapshot. Thus

power margins and stabilizing actions for all proba-

bly worst contingencies, which can occur in the cur-

rent system’s state, are already prepared. When the

calculation for the whole contingency list is finished,

the next snapshot is processed the same way.

If a contingency occurs, either pre-calculated results

are taken or the transient voltage stability prediction

is triggered. The transient voltage stability prediction

needs no pre- processed information, therefore it can

follow any contingencies also cascaded ones.

Whereas the power margin calculation on an actual

system state and the pre-calculation is more or less

standard, the transient voltage stability prediction is 

new and utilizes the capabilities of the dynamic

system view of the wide area protection system. It

will be presented and explained in detail in the follow-

ing section.

The results of the power margin and stabilizing action

calculations are displayed on a VDU. The stabilizing

actions can be used for automatic in a closed-loop

power restoration procedure.

11.10.2 Voltage Instability Prediction

Voltage stability is concerned with the ability of a

power system to maintain acceptable voltages at all

buses in the system under normal conditions and

after being subjected to a disturbance. The main fac-

tor causing voltage instability is the inability of the

power system to meet the demand for reactive

power. A disturbance like an unexpected branch

outage may cause a progressive and uncontrollable

decline in voltage. The static analysis allows examina-

tion of a wide range of power system conditions and

can identify the weakest lines which are the key con-

tributing factors in voltage stability analysis. 

The voltage stability study may be limited to identify

areas prone to voltage instability and to obtain infor-

mation regarding how system voltage stability can be

improved most effectively. Operation near the vol-

tage stability limits is impractical and a sufficient

power margin is needed. Practically, the idea of P-V

curve is used to determine the maximal MW margin

at load buses to avoid voltage collapse.

The maximum power Pm, which can be transferred is

reached if the load impedance is equally low as the

line impedance. With increasing load power the vol-

tage will decline gradually until P/Pm = 1. The effect

of decreasing voltage is to monitor the operating

point at actual status moving to the right. The opera-

tor is to be alerted when it passes a threshold point

and he is informed about the safety margin left until

instability will occur. Once it passes the instability limit,

load shedding is automatically initiated.

To find the weakest branch the N-1 post-contingency

load flow is analyzed. After the outage of a specific

branch the bus loads are increased along with the 
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11.10.1.2

The measured data is transmitted from the PMUs to

a central system protection center (SPC) where the

evaluation algorithms are running. The PMUs are

located to make the critical area completely obser-

vable. Together with network data, the information of

neighboring stations can be calculated as well. There-

fore, PMUs have to be installed only at each fourth

substation in the critical area. The communication

between the PMUs and the system protection center

can be realized via satellite, fibre optics or other per-

manent available communication channels. Because

of the time stamped information, the snapshots

show all transients and the dynamic behavior of the

system. Figure 11-10 shows the typical system set-

up. 

11.10.1.2 System protection center

The incoming data from the PMUs must be pre-pro-

cessed and arranged in a database structure. The

system model for the actual situation is generated via 

state calculation considering the actual grid topology.

On this base the stability status is determined in

terms of the power margin (PM) of the critical area.

Optimized stabilizing actions are initiated  accordingly.

To let the system protection center operate in real

time, it receives information in the following form:

•Cyclic data: snapshot of the power system in

predefined time intervals (20 - 250 ms). 

•Event triggered respectively contingency 

driven data: containing the update of the 

network topology according to contingencies. 

In order to deliver a result both in normal steady-state

and contingency operations the functional structure

of the system protection center has been designed

as depicted in Figure 11-11.

As long as no contingency has been detected and

the power system is in a steady state, the power mar-

Figure 11-10  Set-up of a wide area protection scheme with PMUs
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13.5.2

They are not suited very well for long-term standardi-

zation purposes. Nevertheless, they have to be defin-

ed in order to achieve common plug properties

(Figure 13-2).

In order to enable long term oriented standardization,

the approach that has been taken for the IEC 61850

(Figure 13-3) is that the domain specific applications

(i.e. object model, services) is decoupled from the

communication stack. This allows always the imple-

mentation of the state-of-the-art in communication;

i.e. presently the stack with MMS/TCP/IP/Ethernet

with optical physical layer is selected. 

It should be noted that mapping to the full stack is

used for Client-Server connections only. For time criti-

cal communication, i.e. the Generic Object Oriented

System Events (GOOSE) like trips, blockings, and all

indications for automatics, the messages are mapped

directly to the Ethernet link layer. Same holds for the

analog sampled values.

The communication stack or some layers of it could

be substituted in the future for example by a wireless

physical layer or a multi Gigabit link layer. The benefit

from the decoupling is that all investments into appli-

cations are safeguarded, as the object model and the

correlated services have not to be changed if the

communication is changed and only the mapping of

data and services to the stack has to be adapted.

13.5.2 The model approach

To identify the communication requirements and the

data modeling requirements, all functions in the sub-

station have been split into smallest objects (Logical

nodes, LN), which communicate with each other and

contain all information to be transmitted. The alloca-

tion of Logical Nodes to multiple devices and control

levels is completely free to support any feasible

system philosophy of the user. Multiple instances of

Logical Nodes may be implemented in the system.

PH = Presentation Protocol Control Information

SH = Session Protocol Control Information

TH = Transport Protocol Control Information

NH = Network Protocol Control Information

F = Flag

A = Address

C = Control

FCS = Frame check sequence

Figure 13-2 Communication over a 7-layer ISO/OSI stack
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13.5.3

Figure 13-3 The approach of IEC 61850: Splitting the Application Model from Communication Stack

The function model is always implemented as soft-

ware package in devices. Therefore, the function

model has to be complemented by a device model

(Physical Device, PD), which describes all the common

properties of the device. Logical Nodes are grouped

in Logical Devices (LD). The common device pro-

perties are described in the Logical Node LPHD

(Logical Node of the Physical Device). An example of

such a model is shown in Figure 13-4.

13.5.3 The engineering approach

The data model with all its options used, the alloca-

tion of LNs to devices, all the communication links,

and the allocation of functions to the switchgear as

per the substation single line diagram are described

by means of a standardized Substation Configuration

description Language (SCL) that is based on XML.

This language is used to exchange data between the

system configuration tools of different suppliers

during the engineering process. It allows easy exten-

dibility and maintainability of a substation automation

system over a long time (Figure 13-5). 

gement of power systems and primary equipment
in substations and readers, who are more familiar
with information technology (IT) and involved in
the development, design, production, and applica-
tion of modern IEDs intended to be used for SA.

The authors share their vast experiences in the
field of SA gained for more than 20 years and
were personally involved with the development
and implementation of a comprehensive platform
for multipurpose control and protection IEDs as
well as in the process to standardize the commu-
nication within substations, which has resulted in
the new Standard IEC 61850. 

Apart from substation related issues, the SA
Handbook highlights that the implementation of
SA enables a new strategy related to wide area
protection that counteracts multi-contingency
disturbances in order to avoid power system
collapse.
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